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WHY MICROSOFT AUTHENTICATOR

To better protect our community, Laurus College is implementing
Multi-Factor Authentication (MFA) using the Microsoft Authenticator app.
MFA adds an extra layer of security to your school accounts by requiring
both your password and a quick confirmation on your personal phone. This

guide will walk you through the steps to get set up and stay secure.

What you will need:

A computer and your phone.
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Step 1: Access Outlook

On your computer, access Outlook via the “My Outlook™ link
at the top of MLP.
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Step 2: Login into Outlook

Enter your school email address.
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Step 3: Login with your password

Enter in your school email password.
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Let's keep your account secure

We'll help you set up another way to verify it's you.

Use a different account

Learn more about verifying your identity

Terms of use

Privacy & cookies

Step 4: Proceed with adding security

Select “Next” in order to proceed with setting up extra security.

Laurus College Microsoft Authenticator Setup Guide 6



v h My Sign-Ins | Register | Microsc X =+

< ] 23 mysignins.microsoft.com/register

lauruscollege.edu ?

Keep your account secure

Microsoft Authenticator

0 Start by getting the app
On your phone, install the Microsoft Authenticator ap @b-fd@

After you install the Microsoft Authenticator app on your deeess80se “"Next".

| want to set up a different method

Step 5: Switch devices

When your computer prompts you to get the Microsoft Authenticator app,

Do not select “Download Now.” You need to switch to your phone now.
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Step 6: Proceed with downloading the security app
If you are using an iPhone, go to the App Store.

If you are using an Android, go to the Google Play Store.
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Step 7: Search for the security app

Please search for Microsoft Authenticator.
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Step 8: Select the correct app

Make sure you don’t select other security apps, even if they advertise

Microsoft compatibility. Please find and select Microsoft Authenticator.
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and performance improvements. Make sure you
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Preview

Greater security
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Step 9: Confirm before downloading

Before downloading, confirm you have selected Microsoft Authenticator

and the app is developed by Microsoft.
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Step 10: Download complete

After download, proceed with opening up Microsoft Authenticator.
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Step 11: Set up the Microsoft Authenticator app

Select the “ + 7 icon on the top right.
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Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

Work or school account

Other (Google, Facebook, etc.)

O When you are signed in with your personal account,
all stored passwords, addresses, and other autofill
info will be available on this device.

Step 12: Get to the Add Account Page

Once you are at this page, please switch back to your computer.
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Keep your account secure

Microsoft Authenticator

0 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

> K

| want to set up a different method

Step 13: Proceed with setup

After returning to your computer, select “Next” on this page.
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Keep your account secure

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school".

‘ Back ‘ Next

| want to set up a different method

Step 14: Continue with setup

Select “Next” on this page.
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Keep your account secure

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator app with
your account.

After you scan the QR code, choose "Next".

‘ Can't scan image? ‘

‘ Back ‘ Next

| want to set up a different method

Step 15: Prepare to scan

Once you are at a page with a QR code, bring out your phone again.
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Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

.- Personal account

=' Work or school account )

Other (Google, Facebook, etc.)

O When you are signed in with your personal account,
all stored passwords, addresses, and other autofill
info will be available on this device.

Step 16: Return to your phone

Select the “Work or school account” option.
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Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

[ I
= Personal account
I

[ i _
._I Work or school account

Other (Google, Facebook, etc.)

Add work or school account

Signin

Scan QR code

{19 Whan

Cancel

Step 17: Select QR Code Option

Choose the “Scan QR code” option.
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Keep your account secure
Microsoft Authenticator
Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator app with
your account

After you scan the QR code, choose "Next”

Scan QR code an't scan image?

set up a different method

B O -CHaa=#s

srovider will display a QR code

Enter code manually

Step 18: Scan the code

The app will open up the phone’s camera. Please use your phone to scan

the QR code that’s on your computer.
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Keep your account secure

Microsoft Authenticator

Let's try it out

Approve the notification we're sending to your app by entering the number shown below

32

WHAT RIND OF ACCOUNT ARE YOU AGDINGT
IR resssccom

== Werk or sehool account

Are you trying to sign in?
lauruscollege.edu

test@lauruscollege.edu

Enter the number shown to sign in.

e i

Enter numbe

No, it's not me

@ When you are signod in with your personal account,
a4 stored passwords, addresses, and other autofill
info will be available on this device.

Step 19: Enter one time passcode

Your computer will produce a random 2-3 digit number.

Enter that into your phone when prompted.
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Keep your account secure

Microsoft Authenticator

Notification approved

v/

| want to set up a different method

Step 20: Access Outlook

Once you enter that code, you will get a confirmation. Select “Next.”
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Keep your account secure

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

A
g Microsoft Authenticator

Step 21: Congratulations, you are done!

You can now proceed with using Microsoft Services

such as Outlook and Office 365.
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